
Assigning a License Role to a Group and 
Mapping userType in Microsoft Entra ID 

 

Part 1: Create Application Roles (License Roles) 
Application roles define which license level a user receives in your application. 

Step 1: Open the App Registration 
1. Go to Entra ID 
2. Select App registrations 
3. Open your SCIM application 

 

 

Step 2: Configure App Roles 



1. In your SCIM App select App roles 
2. Click + Create app role 
3. Enter the following: 
● Display name: 

e.g.  Org restricted license  

● Allowed member types: 
 Select Users/Groups 

● Value: 
 org-restricted-license  

● Description: 
 The restricted license  

● Ensure Enable this app role is checked 

Click Apply. 

 

 

Repeat this process for Org full license and Org free license groups. 

NB: the Display name should be the same as the name you’ll add to the UserType 
attribute expression in Part 3. 

 

Part 2: Assign a Role to a Group 



Once roles are created, assign them to the appropriate group. 

Step 1: Open the Enterprise Application 
1. Go to Enterprise applications 
2. Select your SCIM application 

 

Step 2: Navigate to Users and Groups 
1. In the left menu under Manage 
2. Select Users and groups 
3. Click + Add user/group 
4. Create a separate group for each of the licenses (Org full license group, Org 

restricted license group, Org free license group) 

 

 

Step 3: Select the Group 
1. Click the Users and groups selection area 
2. Search for and select your group (e.g., Test SCIM) 
3. Click Select

 



Step 4: Assign the Role 
1. Under Select a role, click None Selected 
2. Choose the appropriate license role (e.g., Org full license) 
3. Click Select 
4. Click Assign 

 

After the assignment, you should see: 

● Object type: Group 
● Role assigned: Selected license role 

 



Part 3: Configure the userType Attribute 
Mapping 

 

Step 1: Open Provisioning 
1. In the Enterprise Application 
2. Select Provisioning 

 

 

Step 2: Open Attribute Mapping 
1. Click Attribute mapping (Preview) 
2. Select Provision Microsoft Entra ID Users 



 

 

Step 3: Edit or Create the userType Mapping 

Locate the userType attribute. 

● If it exists → click Edit 
● If not → click Add new mapping 

 

 



Step 4: Configure the Expression 
Set: 

● Mapping type: Expression 
● Target attribute: userType  

In the Expression field, enter: 

Switch(SingleAppRoleAssignment([appRoleAssignments]), "org-restricted-license", "Org full 
license", "org-full-license", "Org free license", "org-free-license")

 

 

Part 4: Validate Using Provision on 
Demand 

 

Step 1: Open Provision on Demand 



1. Go to Provisioning 
2. Select Provision on demand 

 

 

Step 2: Select a User 
1. Search for a user from the assigned group 
2. Select the user 

 

Step 3: Review Results 
After provisioning completes: 

1. Expand the provisioning result 
2. Review the attribute list 
3. Confirm that: 

userType = the license you have provisioned 

(or the value corresponding to the assigned role) 



 

You should also see the assigned role reflected in: 

roles[primary eq "True"].value
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